REMARKS 

In view of the above amendments and following remarks, reconsideration of the objections 
and rejections contained in the Office Action of June 30, 2004 is respectfully requested. 

The Examiner is thanked for his careful consideration of the present application, including the 
indication that the Information Disclosure Statements have been considered by the Examiner. The 
Examiner's recommendation with respect to the specification as set forth in section 3 on page 2 of 
the Office Action, further, has been adopted. 

Claims 4-6, objected to by the Examiner, have now been canceled. Broadly speaking, the 
claims have been re-presented as new claims 12-15. However, it may be seen that the limitations are 
substantially different and are clearly directed to an apparatus. 

It is further noted that a number of minor editorial corrections have been made to the 
specification and abstract to generally improve the form and readability of the application as a whole. 

In section 5 beginning on page 2 of the Office Action, the Examiner rejected claims 1 , 4 and 
7 as being anticipated by York, U.S. Patent 5,680,400 (York). Claims 2, 3, 5 and 6 were further 
rejected by the Examiner as being unpatentable over York in view of Shamir. However, it is 
respectfully submitted that the present invention, particularly as now set forth in new claims 9-18, 
clearly patentably distinguishes over York and Shamir. 

The claims of the present invention has now been more particularly directed to the second 
embodiment of Fig. 3. The gas turbine 101 is controlled by a controlling device 102, and data, 
including control data, is recorded by data recording device 103. A monitoring section 200 may be 
located remotely from the plant 100, so that the control data needs to be transmitted from the plant 
100 to the monitoring section 200. In accordance with the present invention, the control data from 
the controlling device, operable to control the gas turbine 101, is transmitted over a plurality of 
communication lines, for example satellite line 310, telephone line 320 and the Intemet 330. If the 
complete set of control data is considered to be comprised of A, B and C, it can be sent through the 
respective lines, for example, in data packets of AB, BC and AC, respectively. So even if one of the 
communication lines fails, complete data can be received if the other two lines are still operational. 
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For example, the local plant section might divide the control data of the control device into 
N parts, so as to form N combined data packets which each have N-1 parts of the N parts, thus 
transmitting the N combined data packets across the respective communicating lines to the data 
monitoring section. The data monitoring section is thus operable to receive the N combined data 
packets from the communicating lines and is able to reconstruct the control data of the control device. 

The original claims have been canceled and replaced by new claims 8-17. While the 
independent claims correspond in a very general sense to the original independent claims, it is noted 
that they have been substantially redrafted, and all clearly distinguish over the art cited by the 
Examiner, for a variety of reasons. 

For example, independent claims 9, 12, 15, 16 and 17 all recite in part a control device 
operable to control a gas turbine, which feature is not found in either York or Shamir. 

Further, claim 9, for example, recites that "said local plant section is operable to divide the 
control data of said control device into n parts, to form n combined data packets each having n-1 
parts of said n parts and to transmit said n combined data packets across respective said 
communicating lines." Such feature is neither disclosed nor suggested by York and Shamir. 

York simply is attempting to more quickly send information by breaking information into a 
plurality of data packets and sending it from a plurality of transmission points to respective receiving 
points in round-robin fashion. If the data splitter 108 of York is considered to break the data into N 
parts, each data packet does not include N-1 parts of the N parts. Rather, each data packet of York 
includes only one part. 

The Examiner cites Shamir as teaching a method to be used in which data is divided into 
multiple parts and transmitted as groups of combinations of the parts. However, this is not in fact 
the case. 

The Examiner cites page 12, column 2, lines 1-10 of Shamir as standing for the above 
proposition. However, this part of the introduction of Shamir is a characterization of the problem. 
It states that the goal is to divide data D into n pieces so that knowledge of any k or more pieces 
makes D easily computable and that knowledge of k-1 or fewer D pieces leaves D completely 
undetermined. However, this is not any discussion or suggestion of transmitting groups of 
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combinations of D. In fact, turning to page 613 of Shamir, in column 1 it can be seen that the 
solution is a polynomial interpolation in which n equals 2k- 1, i.e. k is one more than half of the 
number of parts that D is broken into. Thus the teaching of Shamir is generally directed to an 
encryption scheme, and not necessarily to communication. Indeed, it is clear that Shamir is more 
clearly directed to an encryption scheme for a corporate signature key. Thus there is no suggestion 
to one of ordinary skill in the art to apply anything from Shamir to York. 

Further, the Examiner's statement that York "discloses a disadvantage" is incorrect. The 
passage of York that the Examiner cites in lines 1 9-22 of column 5 says that "this design assumes that 
each data transmit/receive pair preserves the order in which data is sent and that built into the 
transmission system is a guaranteed delivery concept that data either will be guaranteed to be 
delivered or an error will be provided." There is then a discussion of examples of systems that meet 
this requirement along with a preferred embodiment. This is not a recognition of a problem. 

Accordingly, it is submitted to be clear that one of ordinary skill in the art would not have 
been motivated to combine these two references. There is no recognized problem in the art with the 
system of York, and there is no suggestion or benefit that is suggested by Shamir. 

Even if the combination is made, it may be seen that the claims distinguish over any such 
combination. For example, Shamir does not have an encryption scheme in which the data is broken 
into N parts and then recombined to form N-1 combined data packets as for example required by 
claim 9 and claim 18. 

In view of the above, it is respectfiiUy submitted to be clear that the present invention 
patentably distinguishes over York and Shamir. Indication of such is respectfully requested. 



-9- 



In view of the above amendments and remarks, it is submitted that the present appUcation is 
now in condition for allowance, and the Examiner is requested to pass the case to issue. If the 
Examiner should have any comments or suggestions to help speed the prosecution of this application, 
the Examiner is requested to contact Applicants' undersigned representative. 



NEP/krg 

Washington, D.C. 20006-1021 
Telephone (202) 721-8200 
Facsimile (202) 721-8250 
September 30, 2004 



Respectfully submitted, 




Nils E. Pedersen 
Registration No. 33,145 
Attorney for Applicants 
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5 The entire disclosure of Japanese Patent Application No. 2000-134117 filed on 

May 8, 2000 including specification, claims, drawings and summary is incorporated 
herein by reference in its entirety. 

Background of the Invention 
10 The invention relates to data transmitting means with high communicating 

reliability and high masking performance by utilizing a plurality of communicating lines 
when data is transmitted to a remote place. 

Network It has been used a n e twork communication such as a leased line, a 
telephone communication line and a radio communication line has been used as means 
1 5 for transmitting data stored in a device such as a personal computer and a workstation to 
a device such as a personal computer or a workstation located at a remote place. 

Recently, lines commonly used with the-third parties such as the Internet are used 
much more than die-leased lines. 

In the case of communicating with a network, it has been-often happened that 
20 transmitting data was intermitted^ caused by troubles on the network such as a_shutdown 
of a,communication line and faults fault of the transmitting device. In the a -conventional 
art, in such a case, communication devices are handshaked wirh each other so as to detect 
the missing part of the data and retry to transmit the missing part of the data. 



However, the devices have i ^-has-to spend a redundant time to handshake and 
retry in the above described method. Further, the data can not be transmitted if the 
transmitting line is only a single line and any trouble is still happeninR happ e n e d on the 
single line. 

On the other hand, in the case of utilizing the lines commonly used wdth the-third 
parties^ such as the Internet, it can not be denied that the transmitted data is observed by 
the third parties. It would be difficult to mask the data. 

Summary of the Invention 
To resolve the above disadvantage, a first aspect of a distributed commimicating 
device according to the present invention is characterized by ef^utilizing at least three 
communication lines and dividing transmitt e d — the transmitted data to each 
conmiunication line tines-in the case of transmitting the data to a device located at a 
remote place. 

To resolve the above disadvantage, a second aspect of the distributed 
communication device according to the present invention is characterized by ef-dividing 
data and transmitting the divided data in the distributed communication device so as to 
recover an optional portion of the divided data even if the optional portion is destroyed. 

To resolve the above disadvantage, a third aspect of the distributed 
communicating device according to the present invention is characterized by ef-not 
analyzing transmitted data unless the number of divided data is equal or more than a 
predetermined number, that is, the total divided number minus 1 . 



Brief Explanation of the Drawings 
Fig. 1 shows a concept an id e a for transmitting data according to the present 
invention. 

Fig. 2 shows a the-first embodiment according to the present invention for 
showing a connecting example of communicating lines. 

Fig. 3 shows a_tfee-second embodiment according to the present invention for 
showing an example of a remote control plant. 

Detailed Description of the Preferred Embodiments 
As shown in Fig. 1, if data is transmitted from a transmitting device 10 to a 

receiving device 20 located at a remote place, at least three communicating lines 

(transmitting paths) 30 are necessary. 

In the case that a total number of the communicating lines 30 is N, an inequality 

of N 3 is e xist e d: exists. 

In the transmitting device, transmitted data is divided into N parts. A data 

dividing method is a redundancy distributing method, which has been used in a disk array 

and so on. 

As the redundancy distribution method, there tt-has been known the following 
method , referred to s o called as ^laid" "RAID.^' 

One of the methods is a method referred to so call e d as "striping", wherein one 
file is divided into a plurality of parts and the parts are simultaneously written in a 
plurality of hard discs so as to accomplish arhigh speed file access. 



In accordance with the striping method, tbe-high speed file access can be 
accomplished by distributing the operation. 

Further, there is also a method referred to so call e d as "mirroring" wherein one 
file is simultaneously written in a plurality of hard discs so as to improve the safety 
performance of a-hardware equipment. 

In the mirroring method, it means that "back up" is always operated in a spare 
hard disc. Even if any one anyone of the hard discs is crashed, the crashed data can be 
recovered by the other hard disc. 

In the present invention, at least three communicating lines are utilized by 
combining the striping method and the mirroring method. 

In the case that one data is divided into N parts, even if any one anyone of divided 
data is destroyed or crashed, ^^-original data can be recovered from (N - 1) divided 
portions portion of the data in a distribution method according to the present invention. 

For example, one data is divided into three parts such as regions A, B and C and 
two regions are selected from the three regions so as to form the divided data portions 
AB, BC and CA. 

In the method, unless at least two divided data portions, that is, (N - 1) data 
divided portions, can be received, the original data can not be analyzed. 

Such divided data portions are transmitted to the receiving device 20 through N 
communication lines 30. 

The receiving device 20 receives divided data portions through N communication 
lines in order to form the original data. 



By repeating the operation, the data can be transmitted from the transmitting 
device 10 to the receiving device 20. 

In accordance with the present invention, even if some trouble happens are 
happen e d on one of the communicating Hnes 30 and one of the Unes can not transmit any 
data, the original data can be correctly transmitted. 

In the above described case, even if one of the communicating lines meets some 
trouble and one divided data portion, portions , for example, the divided data portion AB, 
can not be transmitted through the communicating line, the data consisting the three 
regions A, B and C can be recovered by the divided data portions BC and CA which can 
10 be received by the receiving device 20. 

Further, if someone eavesdrops information, two communicating lines 30 out of 
three communicating lines 30 have to be monitored^ so that masking performance with 
respect to the information can be improved. 

In the distributed communicating device according to the present invention, the 
15 reliability and the masking performance of the communicating lines can be improved by 
combining the conventional striping method and the conventional mirroring method. 

As similarly Similarly , in the case that one data is divided into four regions A, B, 
C and D, divided data portions, ABC, BCD, CDA and DAB are formed by optionally 
selecting three regions out of the four regions so as to transmit the divided data portions 
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through four communicating lines, and even if some trouble happens happ e n on the-two 
communicating lines, the original data can be recovered. 

Further, it is possible to divide one data into a lot of regions. A, B, C, D, . . . and 
select an optional number of the regions from the regions A, B, C and D, ... so as to 
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transmit the divided and selected data portions through a plurality of communicating 
lines. 

It is necessary to previously determine a data distributed transmitting method 
between the transmitting device 10 and the receiving device 20. 

The transmitting device 10 may code or compress transmitted data and the 
receiving device 20 may decode or defrost the data. 

Although a dividing unit is not restricted, 8bits, 7bits are acceptable and the data 
may be divided by every one byte. 

In addition, one data may be divided into three regions A, B and C. Each T he 
eaeh-divided data A, B and C may be transmitted through three communicating lines, 
respectively. 

In such a case, the original data can be recovered by monitoring the-all three 
communicating lines, so that the masking performance with respect to tlie information 
can be highly improved. 

However, if anyone of the three communicating lines is in fault, the original data 
can be recovered. 

In the case that one data is divided into two parts and the divided data are 
transmitted through two communicating lines, the masking performance can be 
improved. 

Detailed embodiments according to the present invention will be explained with 
reference to the accompanying drawings. 
[Embodiment 1] 



A distributed communication device of the first embodiment according to the 
present invention is shown in Fig. 2. 

In the first embodiment, #ie-different kinds of communication lines are utilized. 
As shown in Fig. 2, as a commimicating line 30 for transmitting data from a 
transmitting device 10 to a receiving device 20 located at a remote place, aL^fee-first line is 
a satellite line 31, a_the-second line is a telephone line 32 and a_^die-third line is an internet 
line 33. 

On the satellite line 31, data from the transmitting device 10 is coded by a 
converter 41 and transmitted through a communicating satellite 42. At the receiving 
10 device 20, the data is decoded by a converter 43. 

On the telephone line 32, data is coded by a modem 51 and the coded data is 
transmitted through a general line. At the receiving device 20, the data is decoded by the 
conv e rter 43 modem 52 . 

On the Internet line 33, data is transmitted through a provider 61. At the 
15 receiving device 20, the data is received through another provider 62. 

In the embodiment, for example, one data is divided into three regions A, B and C 
and then two regions are optionally selected from the three regions so as to form divided 
data portions AB, BC and CA at the transmitting device 10. The divided data portions 
arc Is-transmitted to the receiving device 20 through the satellite line 31, the telephone 
20 line 32 and the internet line 33, respectively. The receiving device 20 receives the 
divided data portions from the three communication lines 30 so as to recover the original 
data. Such an operation is repeated. 
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Thereby, one data can be transmitted from the transmitting device 10 to the 
receiving device 20. 

In the first embodiment, even if one of the communicating lines 30 meets some 
trouble, for example, the telephone line 32 is in fault, the original data can be recovered^r 
§fim e since the divided data portions BC and CA are received through the satellite line 3 1 
and the internet line 33 by the receiving device 20. 

At least two divided portions out of the three divided portions AB, BC and CA are 
necessary to analyze the a-<:ontent of the data^ so that the masking performance v^ith 
respect to the information can be improved. 

In the first embodiment, the satellite line 31, the telephone line 32 and the Internet 
line 33 are used as a communicating line 30. However, the-other kinds of lines are 
acceptable. 

For example, leased lines or LAN (local area network) provided at factories and 
works, radio communication and lines for CATV (cable television) may be used. 
Regarding the telephone line 32, ISDN lines are also acceptable, except normal analog 
lines. 

Further, it is acceptable to have a one way communication system from the 
transmitting device 10 to the receiving device 20 as well as two way communication 
system. 

[Embodiment 2] 

A distributed communicating device of a second embodiment according to the 
present invention is shown in Fig. 3. 
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The second embodiment is suitable for a remote observation with respect to a 

plant. 

At the plant 100, a gas turbine 101 is controlled by a controlling device 102 and 
data including control data is recorded by a data recording device 103. 
5 On the other hand, at a monitoring section 200 located at a remote place from the plant 
100, a data control device 201 and a monitor 202 are provided. The control data has to be 
transmitted from the plant 100 to the monitoring section 200. 

Thus, the plant 100 and the monitoring section 200 are communicated by a 
satellite communication line 3 10, a telephone line 320 and an internet line 330. 
10 On the satellite line 310, data from the plant 100 is coded by a converter 410 and 

the coded data is transmitted through the satellite line 310 risinR satellite 420 . At the 
monitoring section 200, the coded data is decoded by a converter 430. 

On the telephone line 320, the data is coded by a modem 510 and the coded data 
is transmitted through a general line. At the modem 520, the coded data is decoded and 
1 5 transmitted to the monitoring section 200. 

On the Internet line 330, the data is transmitted through the provider 610 and the 
data is received at the monitoring section 200 through the provider-43 620 . 

In the second embodiment, the data recording device 103 of the plant 100 divides 
one data into three regions A, B and C and optionally selects seleet-two regions from the 
20 three regions so as to form divided data portions AB, BC and CA. The divided data 
portions are is-transmitted to the monitoring section 200 through the satellite line 310, the 
telephone line 320 and the internet line 330, respectively. 
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At the monitoring section 200, divided data portions transmitted through the three 
communication Hnes 300 are received and the original data is recovered by the data 
controlling device 201. Such an operation is repeated. I f necessarily necessary , the data 
is displayed on the monitor 202. 

Thus, the-data such as #ie-control data from the local plant 100 can be transmitted 
to the monitoring section 200. 

In the embodiment, even if one of the communicating lines 300 meets some 
trouble and the data portion can not be transmitted, the data can be correctly transmitted. 

In the case of an earthquake occurring occurr e nce and the telephone line 320 
being destroyed, the data including the control data can be transmitted from the local 
plant 100 to the monitoring section 200 if the remaining remained two lines, that is, the 
satellite line 310 and the internet line 330^ are still in operable condition. 

Further, at least two divided data portions out of the divided data portions AB, BC 
and CA are necessary in order to analyze the content of the data, and the masking 
performance with respect to the information can be improved. 
[The other embodiments] 

As one embodiment of a distributed communicating device according to the 
present invention, fixed data such as a text file and a-still picture data can be transmitted 
to a remote place. 

In another embodiment, moving picture data can be transmitted to a remote place 
as a remote picture observation device. 
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Further, the present invention can transmit analysis data such as vibration analysis 
to a remote place so that the present invention can be utilized as a two way 
communication between two points (telephone). 

The present invention can be utilized to transmit music distribution data such as 
KARAOKE data through communication communicating lines. 

As described above with reference to the embodiments, a feature of a distributed 
communicating device according to the present invention is to transmit data in a device 
located at one place to a_the-difference device located at a different place, wherein at least 
three communicating Unes are utilized and one data is divided and transmitted through 
the corresponding communicating lines, respectively. Therefore, at least two 
communicating lines have to be monitored so as to recover the original data , and so that 
the masking performance with respect to the data can be improved. 

That is, a divided data portion for each communicating line is one of the divided 
data portions, which does not have any important meaning independently. Even if the 
third party observes/eavesdrops one of the divided data transmitted on a shared sheafed 
line, the original data can not be recovered. The masking performance with respect to the 
data can be improved. 

Another feature of the distributed communicating device according is to transmit 
divided data at the distributed communicating device, wherein the original data can be 
recovered even if an optional divided data portion is destroyed. If any one Anyon e of the 
communicating lines is in fault, the original data can be recovered by the remaining 
r e main e d divided data portions. A data transmitting error can thus be avoided even with 
trouble due to troubl e s on the commimicating lines. 
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Another feature of the distributed communicating device according to the present 
invention is to transmit the divided data portions at the distributed communication device, 
wherein the data is divided into N divided data portions and the original data can not be 
analyzed unless at least N-1 divided data portions are received. The masking 
5 performance with respect to information can be improved. 

The present invention is, of course, in no way restricted to the specific disclosure 
of the specification and drawings, but also encompasses any modification within the 
scope of the appended claims. 
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ABSTRACT 



Data is transmitted A purpos e of th e invention is to transmit data certainly even if 
some trouble happens on one of the communicating lines and to e nhance a masking effect 
of the information is enhanced . In the case that data including A, B and C stored in a 
device at a place transmits to another device 20 located at a the-different place, 
communicating lines including at least three lines are connected and divided data portions 
portion AB, BC and CA are is-transmitted tlirough to— the communicating lines, 
respectively. 
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ABSTRACT 



Data is transmitted certainly even if some trouble happens on one of the 
communicating lines and a masking effect of the information is enhanced. In the case 
5 that data including A, B and C stored in a device at a place transmits to another device 20 
located at a different place, communicating lines including at least three lines are 
connected and divided data portions AB, BC and CA are transmitted through the 
communicating lines, respectively. 
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